Instant IMtegrity Archives

IM Archiving, Search, & Discovery
for IBM Lotus Sametime
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Who We Are
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We are experts in unified communications and real-time collaboration.

Founded in February 2002 by two IBM/Lotus veterans
Privately-held company headquartered in Durham, NH
IBM Advanced Partner

Awards
-~ 2003 IBM/Lotus Rising Star Beacon Award
— 2003 e-pro Magazine Apex Readers Choice Award
- 2004 IBM/Lotus Best Tool/Utility Award
— 2004 Lotus Adviser Gold Editors Choice
— 2005 Lotus Adviser Gold Editors Choice
— 2005 IBM/Lotus Best Real-Time & Team Collaboration Solution Finalist
—- 2007 IBM/Lotus Best Tool/Utility Award
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What We Do

We help organizations to meet regulatory requirements, improve
customer service, and increase employee productivity.

We develop innovative, enterprise-class compliance and
productivity solutions for IBM Lotus Sametime and Microsoft
Office Communications Server.

- IM archiving

- IM queue management
- Persistent chat rooms

— IM bot development

— Buddy list administration
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Our Products

IBM Lotus Sarmetime:
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Instant Team Sessions
Encrypted and secure brovwser based
persistent chat rooms for B Lotus
Sametime.

Instant Clueue Manager

Wintual I Receptionist for IBM Lotus
Sametime.

Instant Team Messenger
Integrate |BM Lotus Sametime
anareness into Microsoft Outlo ok,

Microsoft Live Communications Server
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Instant Archive “iewer
I Search and Discoverny for Microsoft
LCS.

Instant Archive Yiewer for
Microsoft QCS 2007

I Search and Discoverny for Microsoft
acs 2007,
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| Ingtant IMtegrity Archives

Il Archiving, Search, and Discoweny for
1B Lotus Sametime.

| Instant Buddy List Administrator

Centrally-controlled, serverside buddy
list management for IBM Lotus
Sametime.

Instant Agent Frarmework
High powered, rapid bot development
toals far IBM Lotus Sametime.

| Instant Agent Framewaork

High powered, rapid bot development
tool for Microsoft LCS.
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Your Business Dilemmas

e Do you need to monitor and audit Sametime and
AOL conversations for internal policy enforcement
and/or external regulatory compliance?

e Do you need to convert the contents of your IM
archives into a usable business asset?

e Do your users need access to past conversations to
do their jobs effectively?
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“We now have peace of mind
knowing that we will be able to
respond quickly to compliance
audits.”

“Instant IMtegrity has enabled us to
mine our Sametime archives for
valuable business intelligence.”

“My users are relying less on email
because they now know they can
easily access the contents of past
IM conversations.”
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Features and Benefits

e Log and audit all Sametime and AOL conversations
— Track who said what, what was discussed, when it was
discussed, and how long the discussion lasted
e Admin console enables granular, archive-wide
search and discovery
- Enforce internal IM usage policies

- Respond quickly and completely to compliance audits and
legal discovery requests

— Access is secured by Access Controlled Lists
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Features and Benefits

e Archives are fully indexed and easily searchable

— Quickly search by date or by person, or do advanced
searches with Boolean operations, within time frames, or
over a set conversation length

- IM conversations—like email—become a usable digital
asset
e Authenticate and identify anonymous AOL screen
names

— Match AOL screen names against real names in your LDAP
database

— Attach corporate disclaimer to inbound and outbound AOL
chats
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How it Works

Stores chat logs in text, XML, and Lotus Notes Database format

e Chat logs accessible via web browser interface and/or Lotus
Notes clients

e Granular access control lists of chat logs
e Easy “Google-style" full text searches of chat logs

e Logs chats from:
- IBM Lotus Sametime Connect Clients
- IBM Lotus Notes 6.5x, 7.x, 7.5x and 8.x Clients with embedded Sametime support
- IBM Lotus Sametime Connect AOL IM "Dual Mode" clients
-~ AOL Instant Messenger (AIM) Clients
- GAIM Clients
- Trillian/Trillian Pro Client
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FAQs: Architecture

Implemented as a highly-scalable, multithreaded
|OCP-based Windows NT service

e Supports IBM Lotus Sametime server versions 2.5,
3.X, 6.5x, 7.0x, 7.5x and 8.x

e Supports Microsoft Windows NT4 SP6, Windows XP
(SP2), Windows 2000 (SP5) and Windows 2003
(incl. SP2)

e Archives are searchable by servers, screen names,
authenticated user names, organizations, IP
addresses, etc



~instant

FAQs: Browser View

<A IMtegrity Chat Log - Microsoft Internet Explorer
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FAQs: Notes View

™ IMtegrity Chat Log - by Network - Lotus Notes
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FAQs: AOL Proxy Configuration

M| IMtegrity Configuration 3.10 (Build 06-01-2003)
Help

Metwark I Semice I Lu:ngl Directon I Access I Dizclaimer I
Internal

Provide network service to ADL AIM clients on port number; | 5130

(*) Bind to the default network, address:
auditzerver [192.168.7.4]

Bind to cuztom network: address:

E sternal
Bemate AODL server address: Fart number:
||l:|gin. ozcar, aol.com | |51 a0 |

Connect via progy server address: Fart number: Frotocal;
frewall bark com [1oe0 | O s0CKS 4

() SOCKS 5

Optionally, if the prosy server requires authentication:
Marme: | Fudadministrator |
Pasgword, | o |

| |
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FAQs: NT Service Configuration

M| IMtegrity Configuration 3.10 (Build 06-01-2003)
Help

Metwark Lu:ngl Directon I Access] Dizclaimer I

Windows Service Configuration

IMtearity Praoxy Server Service: [ Bemove Service ] [ Start Service ]

Sametime Chat Logging Service: Start Service

| |
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FAQs: LDAP Configuration

Wl Mtegrity Configuration 3.10 (Build 06-01-2003)
Help

Metwark I Semice I Lu:ngl Directon I Access I Dizclaimer I
Authenticate internal AOL Al clients in LDAP Directony:

Directon Server I Authentication ]

LDAP Directory server address: Port number:
Idap.bank.com | |389 |

Optionally, if the Directory server requires authentication:

Name: |LDAPBindbdmin |

Password:

T |

Toincrease Directory lookup performance. provide the "'Search baze':

LDAP Search base: LOAP Search zcope:

\0=Bark | Sublree v|

[E=ample: O=tyCompany] [Drefault; Subtres)
T test pour zetiings, chck 'Test LDAP Directary® Hlest LDAP Director,... i

If the Directary lookup failz, then:

(%) llows the user to log in anonymously
(" Prahibit the: uzer from logging in [U ser will be disconnected)

[ 0K ][ Cancel ]’_ Apply




FAQs: LDAP Authentication

Il 1Mtegrity Configuration 3.10 (Build 06-01-2003)
Help

Metwirk ] Service ] Lug] Drirectarny I Aocess ] Drizclaimer ]
Authenticate internal A0L Al clients in LDAP Directony:

Directory Server I Authentization I

(¥ duthenticate users based on their A0L screen name
() Authenticate uzers based on their network, address

Specify the LDAP attribute name containing the users network. address or screen
name [If pou are not sure, by the default or check your servers LDAP schema):

Attribute name: |uiu:| |
[Default; wid]

[f network, addresses or screen names are stored in the Directory with a special
prefix ke "AlM:zcreen-name", provide that prefis here [IF pou are not sure., leave
thiz field emtpy]:

Cuztom prefis: |f3-|h"|l |
[E mample: Alkd:)

To test your zettings, click 'Test LDAP Directony” [Iest LDAR Directany. ..

If the Directory lookup failz, then:

(#) llove the user to log in anonymously
() Prohibit the user from logging in (Uzer will be disconnected)

e

%
.
.
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FAQs: Chat Logging Configuration

M| IMtegrity Configuration 3.10 (Build 06-01-2003)
Help

Metwark I Semice I Lu:ngl Directon I Access I Dizclaimer I

Log all instant meszages to file:

Save chat tranzoript logz in this folder:

| DM mtegritys Prosphlogz |E|

File: farmat: #ML [required for IMtegrity Chat Log Analzyer®]
[ Plain Text

Commit A0L log filez to digk evern TiFLtEs.

Chat Log Analyzer Dptions:
Store #ML files as attachments in log documents

Update full text index of databasze after each import

Ywhen importing =ML files, log: |Details V|

If import errors occur, send mail to: |Administratu:urf'8 ank, |

| |
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FAQs: Client Access Configuration

] IMtegrity Configuration 3.10 (Build 06-01-2003)

Client Types

Allow connections from; Lotuz SameTime Connect [Dualtdode Client)
ADLE Instant bMeszenger [Mative)

[Unchecked clhent typez will be dizconnected)

e .
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FAQs: Inbound Disclaimers

Il 1Mtegrity Configuration 3.10 (Build 06-01-2003)
Help

Metwirk ] Service ] Lug] Drirectarny ] Aocess ] Drizclaimer I
[nbound I Outbound ]

Beceive a disclaimer once for each recipient per user:

<hbrr <tant size=23 <b:Dizclaimer < /b All meszages: between uzer =R
and you, '%5" (U], will be <font color="red""»logged for auditing
purpozes. < fonts < fonts <bre

(#) Receive disclaimer before first outgoing instant message
() Receive disclaimer after first outgoing instant message

Receive a disclaimer with every meszage:

() Receive disclaimer before outgoing instant message
(%) Receive disclaimer after outgaing instant message

Substitutions: %A = Remote Name, %5 = Screen Name, %LU = User Name
2D =Date, 2T = Time

Restore Defaults 0k Apply
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FAQs: Outbound Disclaimers

Il Mtegrity Configuration 3.10 (Build 06-01-2003)
Help

Metwark I Semice I Lu:ngl Directon I Access I Dizclaimer I
[nbound ] Outbound I

Send a dizclaimer once for each recipient per user:

<font gize=2» <b>Dizclaimer </b> All mezzages between uzer %5 [ZU)
and vou, %R, wil be <font color="red">logged for auditing
purposes. < Afonts < fonk:

{7 Send disclaimer before first outgaing instant message

(#)Send disclaimer after first outgoing instant message

Send a disclaimer with every message:

(" Send disclaimer before outgaing instant message
(%) Send disclaimer after outgoing instant message

Substitutions: %2R = Remate Name, %5 = Screen Mame, &1 = User Hame
2D = Date, 2T = Time

Bestore Defaults ok &pply




