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Today’s Protection Has Its Limitations

Perimeter Patch Software
Protection Management Firewalls
e Does not protect from e Only protects from e Does not prevent
laptops, rogue known vulnerabilities attacks that
machines and where patch is leverage unknown
employees within the available vulnerabilities
network e Shrinking window of e Restricts
e Relies on knowledge time to deploy patch connections or
of attack (signatures) e Costly in resources processes...
and business e ... Or relies on user
disruption intervention
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Security Must Evolve to Match Today’s Threats

Protecting from Unknown Vulnerabilities

— Most malicious hackers are using unknown vulnerabilities in targeted attacks
against enterprises

‘Panic Patching’ Is A Costly Endeavor

— Large enterprises are spending millions of dollars (measured in lost
productivity and business disruption) when non-scheduled patching is
required

Protecting (From) Mobile Workers

— Mobile workers and teleworkers, acquire infections “in the wild” and
introduce them to the network once they reconnect

Protection from Internal Threats

— Majority of attacks originate from rogue employees within the network, and
threats in which hackers leverage naive employees into making their
systems vulnerable
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Today’'s Threats Require a New Approach

Enterprises Need the Means to Protect Themselves
Even When Patching is Not an Option

* Protect digital assets from yet undiscovered vulnerabilities

« Implement defenses against internal, malicious or socially
engineered threats

« Defer patching to regular maintenance schedules

NEW PARADIGM

Protect Individual Digital Assets — Not just the Network
Perimeter

_ cFue’ Diatal Securi




Case in Point: Sasser Page 5

Over 500,000 computers infected in first 24 hours

Exploit code appears

Microsoft releases on Internet Sasser worm
MS-04-011, a single patch  pye o size of patch and emerges,
for 14 individual number of applications leveraging
vulnerabilities, including affected, many exploit code
LSASS organizations had not released 2 days
deployed prior
MS-04-011
April 13 April 29 May 1
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What can we do? Page 6

“...patching will always be reactive. So layered
protection is still the best, starting with policy-based,
centrally-managed desktop firewalls and anti-virus.”

- SecurityFocus, "Companies Adapt to a zero day
world” 7/13/04

Gartner Bottom Line: "Host-based security brings strong
security to complex environments. Develop architectures that
will incorporate host-based security platforms no later than

2006”

- Gartner, It’s Time For Host Based Security
Platforms 2004
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What is Blink? Page 7

- Agent resides on the asset — Server,
workstation, laptop

 Shields the asset from intrusion — worms and
targeted attacks

@ =
- Prevents asset from unauthorized connections ﬁ; BLIHK‘En:!I-IF;intwmu ._
to other machines £ Makiyer e Mtgatn nd v Py
- Stops unauthorized applications from being il
deployed J:
4
%

* Requires no user intervention or security
expertise

fe
il

- Replaces software firewalls and complements
anti-virus, malware
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Comprehensive End-Point Security

Page 8

Combines multiple layers of protection to ensure
absolute protection of and from asset

Protection Layer

Approach to
Protection

=g

|E eEye Digital Security Console

Host-Level
Firewall

Prevents
unauthorized
connectivity and
applications from
running
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Enabled (%] j 4 Trusted and Banned

Intrusion
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System
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from unknown
attacks without the
use of signatures

“ﬁ Application Firewall
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Assessment
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Detects known
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policy non-
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Enterprise-Class Intrusion Prevention

« Designed for Enterprise Deployment
— Non-intrusive, transparent to end-users

— Minimal impact to system performance

‘E eEye Digital Security Console

[BEX]

Ele Edt Wiew Tnols

@

& Back 2]

Network

B View hetwork Devices

Central Policy

s, Blink Ceniral Policy

Blink

@ Bink Home Page

) System Firewall Rules

£ application Firewsil Rules
Analyzers

Signatures

Health Report

Log Viewer

Trusted Ps

Banned P

Options

Tools

Common Configuration
) REM Cliert Options
54 Seript Editor

3 Package Editor

T= Queue view

£ History View

Help

Blink : Health Report

Bk Homme Page

System Firewal Rules

application Firewsl Rules

Analyzers | Signatures Health Report | Log Viswer | Trusted 1Ps | Banned 1Ps

op g p
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Machine Information

Address
Report Date
Domain Hame

Ping Response

Time To Live

127.0.0.1
07/09/04 0&:36:20 PM
localhost

Host Responded

0% Detected

Remote Date

Remote Time

Open Ports

Windows P, Service Pack 1

07/10/2004 GMT

01:37:24 GMT

Scan Details

* ports

Port

TCP: 5000

TCP: 12345

Services

Service type

RPC-LOCATOR - RPC (Rsrmots
Procedure Call) Location Service
MICROSOFT-DS - Microsoft-D8

UPRP - Universal Flug and Play

TrendMicra

More information

Port State

Port State
Yersion

Detected
Protocol
Port State
Yersion
Detected
Protocol
Port State
Yersion

Gpen

Open
WINDOWS 5.1 WINDOWS 2000 LAN
MAHAGER

HTTP
Gpen

SERVER: Unknown
HTTP.

open
OFFICESCAN CLIENT
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[BJ ekye Digital Security Console

Hetwork A

@ View Network Devices

Central Policy A

A Blink Cenral Policy

Blink R

@ Biink Home Page

) System Firewal Rules

#1 Application Firewal Rules
Analyzers

Signatures

Heath Report

Log Viewer

Trusted IPs

Banned Ps

Options.

Tools

Cammon Configuration
€ REM Cliert Options
5 Seript Editor
% Package Editor
T= Queue view
£ History View

Help

SharedServices : View Network Devices

View Network Devices

ap
S Name L
Name P Bink  Refina s Class & | ClssB | Class C Discovery Agent P | Last Hop r
+| OS Name: (none) - (20)
+ OS Mame: Windows NET Server - (1)
+ OS Name: Windows 2000 Professional - (60)
+| 05 Hame: Windows 2000 Server - (111)
+ 05 Hame: Windows NT - (2)
- | 0% Neme: Windows Server 2003- (8)
48 2003-94 192.168.002.041 192 192480 192188.002 192168568 i
192.168.002.041 192 192168 19268.002 192168568 ]
192.168.002.076 S 192168 192.168.002 192168 6 63 (4
% FI-2003-5ERVER  192488.002185 192 192469 192168002 192168668 1
o7 FIWWORKSTATION 192.168.002.156 182 152185 182168002 182188663 1
. LoNDON 182.188.013.007 182 152185 182168013 102188668 I
.7 NASBACKUP 192.168.001 038 192 192488 192168001 192168568 r
| GAn3 192.168.002.081 e 2 1968888 d
- OS Mame wWindows XP Professional - (98)
9 APEREZ 192166003081 Deplay Package 3 Accounting package &
3 APEREZ 182.168.003.051 Deploy Policy , Engincering packags s
W APEREZ Windows ¥P user package k
o) BPEREZ-SALES 182168003081 .
e Discovery Method Pl WK ]
3 AREZNOR 182,168,007 134 Show Fields Chooser F Trazisenes :
o9 SRICH&RD2 192.168.003.113 Fide GroupBy Box G 192168668 .
33 BAHRLEY-LT2 192.168.003.065 3 192168668 3
1 CARNOLD2 182.168.003.111 eamlooes 6 182188668 c
o9 CRISHER 192168 3019 S o G 192188668
3 CKALLNGERLT 192168006013 192 192468 192160.006 192168568

- Enterprise Management Capabilities
— Remote deployment and management
— Centralized administration

— Events aggregation, correlation and
analysis
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Three Dimensions of Differentiation Page 10

Approach To Host- | Multiple Layers of | Enterprise
Level Protection | Protection | Support
; yers of : ; ]
jrmr === H 93t_ ....... - | Protection Bllnk | b Centl‘a| PO|ICV
; _ ! | | Management
: Process | Non-Signature !
: Layer | I Based IPS z I Central Agent
! : . +Central Agen
' 0s —; . [RulesBasedPs | 7 | 1 Administration
: Network Layer : |
NDIS <« Network Level z .+ Remote Agent Deployment
rT i | Firewall |
1 .
Hardware Layer | 1 l . .. l  Central Events
I : Application Level
: (Network Card) | | | Fﬁgwa,, z | Management
o e : | |
; Host Level ,
+ : | Vulnerability z |« Central Workflow and
Network Firewall Non-Intrusive
d' Process Activity z
Monitors
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Blink Competitive Landscape

Host Based Security
Solution Comparison

eEye Digital
Security
Blink

Cisco
Security
Agent

Mchfee
Desktop
Firewall

Mchfes
Entercept
Desktop

Sygate
SEecUre
Enterprise

Symantec
Client
Security

ZoneLabs
Integrity
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IS5
FealSecure
Desktop

Windows
=P SP2

Security Layers

Protocol Based Intrusion Prevention

Fules Based Intrusion Prevention

Metwork Based System Firewall

Metwork Based Application Firewall

Host Based Yulnerahility Assessment

Process Based Buffer Qverflow Protection
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Enterprise Capabilities

Enterprise \Warkflow Management

Enterprise Reporting and Analysis

Central Paolicy Server

Central Auto-Update Server

Central Event Server

Centralized Administration Capahilities

Remote Management Capabilities

Centralized Remote Deployment

Transparent End-User Experience
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